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This Paper is written in the first person singular because it concerns events, many of which 
took place before Hawthorne Davies Ltd was formed. 
 
A Multiple Fermat Sequence is a mathematical technique for generating a pseudo-random 
byte stream.  Used in combination with another original concept - "Restricted Power Set" 
(RPS) prime number”, it is fundamental to most of the research I have contributed to 
Hawthorne Davies’ technology. 
  
This paper introduces five concepts in a related logical order:  
 
    1  FERMAT SEQUENCE  
    2  GENERATOR  
    3  SEMI-GENERATOR  
    4  RESTRICTED POWER SET (RPS) PRIME  
    5  MULTIPLE FERMAT SEQUENCE (MFS)  
The last three of these concepts are new and special to Hawthorne Davies’ technology.  
 
Fermat Sequence  
In order to understand the MFS and RPS concepts, we first have to revive a theorem 
attributed to Pierre de Fermat (1601-65), which has applications in "Modular Arithmetic". A 
statement of the theorem is:  
      If M is a prime number  
      and A is an integer in the range 1 to (M-1)  
      and B is an integer in the range 1 to (M-1)  
      then A x B^(M-1) mod M = A    
To give a simple numeric example, let us look at a set of sequences all formed by starting 
with a number "A" which is then successively multiplied by a number "B" and modulated by a 
prime number "M".  
    M = 13:  

    A =  7      sequence  

       B= 1     7  7  7  7  7  7  7  7  7  7  7  7  7  trivial  

       B= 2     7  1  2  4  8  3  6 12 11  9  5 10  7  

       B= 3     7  8 11  7  8 11  7  8 11  7  8 11  7  

       B= 4     7  2  8  6 11  5  7  2  8  6 11  5  7  

       B= 5     7  9  6  4  7  9  6  4  7  9  6  4  7  

       B= 6     7  3  5  4 11  1  6 10  8  9  2 12  7  

       B= 7     7 10  5  9 11 12  6  3  8  4  2  1  7  

       B= 8     7  4  6  9  7  4  6  9  7  4  6  9  7  

       B= 9     7 11  8  7 11  8  7 11  8  7 11  8  7  

       B=10     7  5 11  6  8  2  7  5 11  6  8  2  7  

       B=11     7 12  2  9  8 10  6  1 11  4  5  3  7  

       B=12     7  6  7  6  7  6  7  6  7  6  7  6  7  trivial  
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Each sequence has a cyclic length. The cyclic lengths of B = 1 mod M and B = M-1 mod M 
are regarded as trivial.  
 
Generator 
This is not a new concept. The above table shows that B = 2,6,7,11 are "generators" because 
they generate a cycle, which includes all elements of the set: {1,2,3,4,5,6,7,8,9,10,11,12}. All 
four sequences have a cyclic length of 12.  
 
Semi-generator  
B = 4, 10 are semi-generators because they generate half of the complete set. Another way of 
looking at the above structure is to consider the idea of the “power” of the generator  So B = 
2,6,7,11 have a power of 12, B = 4, 10 have a power of 6 
 
The table of powers for M = 13 is:  
          B =   2  3  4  5  6  7  8  9 10 11  

 Power =  12  3  6  4 12 12  4  3  6 12 

The power of B with respect to M is therefore equivalent to the cyclic length of B with respect 
to M.  
 
Restricted Power Set Primes  
The set of (non-trivial) Powers for M = 13 is {3,4,6,12}  
For M = 11 the set of powers is {5,10}  
For M = 47 the Set of powers is {23,46}  
For M = 59 the set of powers is {29,58}  
 
The name I have coined for prime numbers, for which all values in the range 1 < B < (M-1) 
are either generators or semi-generators, is  "Restricted Power Set"(RPS) Primes. The 
constraint on P is that (P-1)/2 is also prime.   It is interesting to note that all RPS primes 
belong to the remainder class 11 modulo 12.  It should also be noted that if P is an RPS 
prime, the number of generators and semi-generators are each equal to (P - 3) / 2. 
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Multiple Fermat Sequence  
We will now construct a simple Multiple Fermat Sequence by adding two Fermat Sequences 
constructed from two semi-generators and modulated by two distinct primes, and further 
modulated by 10 after addition:  
M = 47   A = 11   B = 16 (semi-generator)  

M = 59   A = 34   B = 27 (semi generator) 

 
My earliest encryption algorithm, codenamed HMX, simulated a three–loop Vernam cipher. 
“Loop” is a term no longer used.  The current jargon word is “wheels”.  Each wheel was a 
Fermat Sequence based on an RPS prime.  HMX was shown to the Computer Electronic 
Security Group at GCHQ in 1984.  I still have a record and a summary report on file.  The 
scalability of the cipher was the subject of considerable interest and I demonstrated that a 20-
wheel version with cyclic length 1.26x10^84 and a potential key strength of 595 bits, could be 
created by altering one variable.  This was a rather new idea in 1984. 
 
The demonstration program was written in BASIC in 3 Kbytes of code.  The same three wheel 
version was the subject of a detailed report by Professor Fred Piper, commissioned in 
December 1989.  Professor Piper was, at that time, Professor of Mathematics at Royal 
Holloway College, ran a consultancy called Codes and Ciphers Ltd, and is joint author of a 
standard text on cryptology.  The most significant paragraph in Professor Piper’s report is: 
 
  “...one objective for the designer of a cryptographic algorithm is to ensure that an exhaustive 
key search offers the „fastest‟ form of attack.  One of the conclusions of this report is that the 
designers of the HMX Algorithm achieve this objective....” 
 
 HFX40 Cipher for Secure Facsimile is a development of the HMX Cipher and is now part of 
the International Telecommunication Union's Recommendation T.36.  The original HMX 
Cipher is used, in hardware form, by the banking industry. 
 
The MFS-3 stream in the HMX algorithm has a theoretical cyclic length of 
16301 x 16253 x 32182 =  8,526,827,057,892. 
 
If we confine the stream to MFS-2, then we can apply the Accumulated Maximum Runs Test 
(ref: The Carousel Random Generator Paper 2): 
 
If 16 is a semi-generator of 32603 and 27 is a semi-generator of 32507 then the theoretical 
cyclic length =16302 x 16253 =  264,940,153 
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The predicted cyclic length is confirmed by the AMR Test: 
 

 
Cyclic length =   7715525 

                 27969533 

                 95493380 

                 15859871 

                 14880194 

                 18259604 

                 84762046 

                264940153  

 
Euclid proved, in what is probably the most elegant one-line proof in the whole of 
mathematics, that the set of prime numbers is infinite, by showing that, for any given prime, 
however large, there exists a prime that is greater: 

If P is prime then consider:   L = (2.3.5.7.11 . . . .P) + 1 
If L is prime it is greater than P, but if L is not prime then there exists a prime factor of 
L which is greater than P. 

 
To exemplify Euclid’s proof: 
 
P = 11 

L = 2.3.5.7.11 + 1 = 2311:   2311 is prime and greater than 11 

 

P = 13 

L = 2.3.5.7.11.13+1 = 30031 = 59.509: 59 is prime and greater than 13 

 
Euclid’s proof has set me wondering if there is a logical proof that the set of RPS primes is 
infinite.  The first 100,000 RPS primes look like this; 
 
      Serial number              RPS prime    interval 

                                   

      
   
This, of course, is not a proof, merely data which adds some plausibility to my conjecture.  
The mystery is further compounded by the seeming lack of pattern in the intervals between 
successive RPS primes, other than the obvious fact that all intervals except the first are 
multiples of 12. 
 
On behalf of Hawthorne Davies Ltd, may I express my admiration in advance to any 
mathematician who succeeds in constructing a formal proof.  We would very much like to 
read it. 


