Tel: 0845 519 0154

+44(0)1276 510724

HD

Hawthorme Davies LLimited

info@hdencrypt.com

Secrets of the HDX6144 Encryption Algorithm Paper 2
Dr William McMullen Hawthorne

Paper 1 explored the inter-relationship between the 24576-bit Master Key and the 6144-bit
Session Key of the HDX6144 Encryption Algorithm. This paper now examines the Master
Key in greater detail and sets out to demonstrate beyond all reasonable doubt that there is no
redundancy.

Redundancy is rather a loose term. What we mean by no redundancy is the condition that
the slightest alteration to any one of the 6144 hex characters which form the key makes
decryption an impossible task. In order to test this we first create a test “message” labelled
AAAA.TXT consisting of a continuous stream of 25,600 “A”s (ASCII character 65). For
convenience we use the “AliceBob” Master Key reproduced in Paper 1 as the test key. We
also set the salt as “1122334455667788”. The resulting Session Key primitives are:

388ZEDYB3EFB4Fb0597E1SDOBFOUDESDBARETSY49753007C0Z091257DF4F DARS4EFSEGD D6 YDFAGE
CYB17DOAD4FB3??5197AB04DBAEIBE9Z54F DE0Z3F5964F 58056EAF47ERS 19DCEFFE40CE 7OEIZEEF
S59Dn3175EAFSFCDISDEIR4631C135894F3FDCEEG 1 22C454C489763PA1E3DBBDEIGS682053FAEFG4
PHbACEDA10EA1965FE6ZC1EATBCA8DEC510C1F1665B6622ABF ?SCDOIECDOZD?4E748FAFS9069IESE
DD44FB7BBFEZB?2946209734194F0FF 1CF730EES 1 7SBIDDE7652B34BEBOA3FEEEC5519C31DD448
3109703F16665EE665CB311B0388E7ABAT043DBD6SYIOF YFA3VESF3594B68BECZCYE8B19E31FEID
03IOES46CBE3ASECIADALIF1169AS0EFEIETOZFEZCOFZCA477C057ZZDEL151323DESZCY506845FAF
67284A01DADAAAB YO 11F47ECA7Z08E4700 1ADABSBEYZ5BESADFGEE09FD 1EFoA1ESB0FEDEDSFZFS
ZB35D9673B57289E7VE?SCZ4E121FE0E1CO3D991F6AFFF36691934EE77?586318057EB6D 10DC44ES
ES1E01FEFE8D06AF430CZ6FSDEDACZ19694F 94216n028n120CIYEFFB7864112D3853B464EBEDOSY
Z9F52976868F0BYD446163CE7CE300AC3DED41DBCABCASD 7E9BCAISEF53A0Y3DY3EFOBCEI6080EIS
ABAZOCDIBZ 16E459B6E30F8964E6002D9C0093 7446926581 E371293FFI2B58BEABS33CBCZ2ERIES
PAZOATYEICYDDIP2Z71EOAPCE7CACTYE6BACFEBIS6DEFIET9A15DF4CYDI0Z670Z93ABDD6E3ATCAFIZ
IEEASEAFEAFIC215254675F6ECALZEOCT Z0C6046ZD1E0AZA44ABI6748DEYF?FIDBAEDLEFFEZFZ
F0073F4DF CZEBBoACAFCACAF 1CARSE159ZEDEB3A0GELCO6E 1 FARZAF ISDE41623DD5831E745FDELEY
PIFn1788DEYSFABIFFASBLOEEF43CCE0DOAGCAINOEF3D4ACSBZ5557820644DFDZ1CDZ3CZD114C3
F8BCOGDEDVE4EZ99DCDOS7DO6A1AG5121F944FIFFIZ3DFF 17265D0AE453EABF?60ECCEL11F3DB4DE
OZFFESCZ?860574D760E168EE034283AB13115A8D3CFID2683A9DI5ED17970F 4403324416 7ZE01E
CES01EB187A3B10E85B1E6D3084E12DEODZEYBEO9 122BFDCYBEEATYCANEICDBS612954ADE40BAZE
F316837BFSES866D9D01FESESD4n9280002271768AR33336C53AE3

The distribution of the ASCII values in the crypt image of AAAA.TXT is as follows:

The distribution of ASCII characters in the encrypted file.......

93 100 B85 90 86 104 110 117 90 109 124 93 85 109 105 86 88 113 111 125
99 95 94 109 108 85 107 93 115 83 85 99 92 97 102 101 91 97 100 89
91 92 112 89 107 993 103 91 104 95 92 90 107 84 92 90 83 97 101 101
118 94 108 85 116 113 104 106 107 100 89 7?7 106 95 97 107 101 103 108 110
127 102 113 92 98 94 101 9 82 104 ¥3 99 93 97 108 109 101 107 97 108
114 103 168 109 106 87 86 110 104 115 106 107 95 87 95 79 125 102 107 99
89 113 90 103 100 85 99 96 103 104 98 106 101 90 111 10Z 101 105 106 103
97 101 98 58 98 119 86 90 90 11Z 9 107 89 96 95 93 111 112 93 79
85 92 109 100 83 111 101 102 107 107 52 97 103 94 103 114 88 92 95 108
108 122 107 99 §9 86 97 91 130 90 95 103 104 102 98 104 8BS 88 102 86
95 95 106 85 96 108 97 100 91 B8Z 84 115 109 103 115 97 B84 93 105 123
168 104 106 109 104 104 96 101 82 87 102 82 113 95 96 102 108 113 111 117
166 99 107 105 97 95 114 105 118 113 90 90 103 91 105 106

When AAAA.TXT is decrypted, using the correct unaltered Master Key, the distribution, not
unexpectedly, is:
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The position of character 65 is highlighted.

The question is: What happens to the distribution of the decrypted AAAA.TXT when the
Master Key contains a minimal alteration? The immediate effect is that, thanks to the
powerful FUSION sub-routine, the primitives that form the session key are totally altered:

Alteration point = 5439 Hex number at 5439 = 3 altered to 2
F11B513F18205DBDFAFA?F13690E928724355DFDOGEZ35E4664F8DE150D0339CD49473A00A153A0
CCDEE3BOEDOS5951EF6279B379A04F IBZ630BBFoAFA11CE6D4E30AOFAAEF?EBO0GBCAZI644C1 79
7053D77BEIOE4F 1463B42D9D828nASAASAO3514FECDOICEZCIEESDFCE7CI197770898EFDZ22869hA
19633E82B97437DCOEES881400AD7396CEFZ2414F YE3AABD4D6ACI3?IFS36PADDS15FC30F45C7C5
AFFDO551761C9?30COFI2ZECA4DOLT OAECOEDEEILT 1D?B42E63304EE1429496B2727C503D 1DADBE
S5B?096DAFFAOEL1CFIEBDBESES13B1212BEEFA95749EBE4689A6EZ7I5FCDS0278841FEGB6825B263
FEE?AA?Z0ZC4FBB0O539010EE169F99B701FCCOB5998B7?DI91CBFCECFo4057EBF41BE?0CAOB51659
7ABZE4160324540F070ESE123A997896FZE4108C78E01 21 FA1EF7SF1E4ESDFES 101A47259FBE0E
BZBCZF31B2B1114286ACDEBEIC36863689C37?D6I94FBFAn0A40ABIFDDCE094695181F4F6ACIDAF
110407680136765DD6ABZ6AISBOSEYSCFDOF3FEF6656F5E66C1209150FCYD63A4EFD395413397E
SE059CDBACAPA9FCAGO1ZBEBIBFEF3CBO7AFCS719914E94FB6FD7IA63FBSEBG6700E4CLEANTSYE
CEECED?7434B0730725827401053DD?525F DA191EFCIBE10A0IZE54856578BEI9E76F 14779050F
6674BF6FOADFE374FABDIZDFFF3ZE2AS5ERYB?DZB1BEIS7E30B104CC4BEEYSEI9EOESSI9F5BOA1C
6A39710D96E2C0?452ZF 15ACDDAODECICIDIBB3332C98929n84DOBCI?IT427330705FEGZ18CE700
F6A9504ED39200BC1C4529F4BBFF03F1F339C568797F54E06888303408EE5074E1E463DD14D2D9
41DCESFF1ACD3IBS5Z0E180C031FI6F9AFZE 1 EI35EF BDOS62G994AD0A1I00CZ102ADBE4ATF Z2FI60C
18A908DCEF 106592760F 344n535C06B84 1 FECADF 2AbE7DDCEB6Z29178AEOCCSFFISEEGSCEFS336CH
640A37495F6FFB436D¢? 723587 74ED7BE1SDFZ2375A1DD6 1T 4B9B9696750762BI6FDA9D4 18986613
0D652768AS00ABECDAT1A409489945FC2179EES11D58BES 0628197 YFEADACDIYESABEEAI48DO0OE
608C4n0ANS59Z71EE0BOAZD73I3CD59678281D00D42AZF6195ADDED

The resulting distribution within the decrypted AAAA.TXT of ASCII characters in the range O -

255 is:

filteration point = 5439 Hex number at 5439 = 3 altered to 2
80 107 90 88 109 111 94 110 106 90 97 97 104 93 V5 105 93 104
93 90 102 109 114 91 101 85 109 89 1172 104 B84 121 101 105 113
116 112 108 102 111 89 110 105 91 111 96 96 106 93 92 139 87
92 9% ?? 91 86 105 112 108 112 97 90 104 99 92 101 101 102 99
101 107 106 83 97 97 113 94 104 96 102 93 107 111 122 105 98
82 102 95 102 97 112 85 113 87 107 72 90 104 102 98 110 83 98
100 87 91 93 112 93 96 107 109 93 111 90 107 89 88 117 105
111 95 119 106 124 100 94 116 88 97 11?7 77 110 101 101 94 97
97 88 113 99 88 91 117 112 85 108 87 99 112 108 105 110 78
118 107 116 94 108 80 96 118 100 107 100 90 116 104 90 90 116
88 74 98 106 104 109 84 106 108 98 86 B89 101 105 93 117 103
116 103 102 93 87 87 103 114 97 112 102 108 106 96 112 109 107
95 89 98 94 100 Y8 98 79 92 107 97 110 114 94 116 105 92 107
104 104 97 108 84 104 94 88 111 115 103 97 107 B1 9 100 97
87 9% 96 97 99 83 111 87 91 102 89 93 100 104

Repeating the test for a second minimal alteration produces a distribution of ASCII values in
the decrypted version of AAAA.TXT as follows:
Alteration point = 461 Hex number at 461 = 6 altered to 7

98
97
90
109
86
102
110
90
111
95
105
91
99
121
101

g9 106 106 102 101 &7 103 106 110 115 93 §9 109 104 101 106
111 99 86 103 956 100 103 115 106 92 103 1604 103 35 90 114
9 115 96 86 104 95 109 91 99 101 81 117 93 112 106 90 108
110 90 95 99 82 106 97 104 125 103 108 111 91 106 108 105
9% 89 11¥ 83 95 97 88 101 93 97 104 96 107 108 118 93 106
85 114 97 83 104 100 77 100 104 104 89 104 93 95 103 97
103 106 108 85 99 108 103 S0 114 1063 91 114 85 95 B8 99
e 91 102 105 97 88 102 100 93 110 119 103 105 88 99 93

98 94 96 1068 116 112 83 88 104 102 104 111 119 93 107 9
97 117 99 108 10¢¥ 119 101 101 97 111 78 101 84 90 93 105

84 124 84 96 112 104 101 8¢ 104 116 99 94 89 868 116 100
93 93 77 102 113 ¥? 101 93 109 96 108 92 V& 102 91 91 116
84 103 113 112 108 95 102 112 104 96 112 85 1260 94 105 100
82 109 97 104 103 92 100 101 97 116 106 106 &3 107 93 993
9% 106 102 105 85 91 110 76 &9 89 85 103 110 95

It is clear that each of the above alterations result in a completely unintelligible decrypt.
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In the interests of certainty we now introduce “Monte Carlo” methods. We do these by writing
a program which randomises the point of alteration in the Master Key and also randomises
the degree of alteration at the selected point. The results are conclusive. There is no
redundancy in the Master Key:

1. Point of alteration 1-6144

2. Hex character at the point of alteration

3. Replacement hex character

4. Frequency of “A” in the resulting decrypted file
5910 1 O 90 5887 1 0 102 1103 A B 112
5448 6 7 113 626 C D 115 1074 8 7 105

407 0 1 99 4582 6 5 101 3845 0 1 90
5478 8 8 25600 1217 E F 82 3837 9 8 102

726 6 7 98 4215 B A 104 3559 D D 25600
3179 C B 85 2046 3 4 108 2256 8 9 104
1639 6 7 101 5847 7 6 98 4359 D E 102
5586 A A 25600 1141 1 2 98 3387 8 7 121
1770 E F 97 4786 E E 25600 2922 A B 101
3504 D C 99 40 2 3 100 2674 5 6 109
2840 4 5 101 3352 D D 25600 2029 7 6 89

903 9 A 95 1967 A 9 96 1328 5 5 25600
4465 2 3 80 607 2 2 25600 1056 6 7 81
1228 1 2 95 5399 C D 98 662 9 9 25600
1562 3 2 89 2054 6 7 124 299 F O 84
2507 2 1 91 5317 A 9 90 4108 E F 98

134 6 6 25600 142 0 1 105 686 B A 115
1130 4 3 99 2130 5 5 25600 2333 0 F 97
3477 3 2 95 5999 E F 83 5019 5 5 25600
4986 2 1 92 5805 A 9 113 2909 C B 82
4869 0 1 82 5824 9 9 25600 2332 C C 25600

360 3 3 25600 328 8 7 98 68 8 7 100
5435 D E 99 1219 5 4 91 2930 A B 105
4281 E F 107 4748 8 8 25600 1298 C C 25600
5585 7 7 25600 5289 8 9 25600 1234 D C 112
2772 4 4 25600 2649 5 4 111 171 8 7 99
3189 A B 92 2482 3 2 100 1608 6 6 25600
2024 9 9 25600 5397 2 2 25600 6011 8 7 100
3798 6 7 106 680 4 5 112 2709 4 4 25600
5959 2 1 118 2211 0 F 111 1361 4 5 108
5580 5 6 107 3300 D E 95 3989 9 9 25600
4960 8 9 103 282 7 8 93 555 9 A 116
2995 E F 91 2118 1 0 93 3458 D C 107
2529 4 5 97 89 E F 79 5187 F F 25600
2744 0 0 25600 2213 5 4 95 821 2 2 25600

888 A B 100 5094 8 7 81 326 F E 89

595 7 6 115 4779 C B 95 3998 3 4 99

365 7 8 98 2251 C B 95 2714 A B 96
4604 2 1 115 3772 8 8 25600 4690 8 7 100
4285 C B 97 5497 E D 100
2372 E F 125 2510 0 1 88 1 BC 99
2971 C D 93 2471 E D 88 6144 C D 90
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