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Secrets of the HDX6144 Encryption Algorithm Paper 2 

Dr William McMullen Hawthorne 

Paper 1 explored the inter-relationship between the 24576-bit Master Key and the 6144-bit 
Session Key of the HDX6144 Encryption Algorithm.  This paper now examines the Master 
Key in greater detail and sets out to demonstrate beyond all reasonable doubt that there is no 
redundancy. 
 
Redundancy is rather a loose term.  What we mean by no redundancy is the condition that 
the slightest alteration to any one of the 6144 hex characters which form the key makes 
decryption an impossible task.  In order to test this we first create a test “message” labelled 
AAAA.TXT consisting of a continuous stream of 25,600 “A”s (ASCII character 65).  For 
convenience we use the “AliceBob” Master Key reproduced in Paper 1 as the test key.  We 
also set the salt as “1122334455667788”.  The resulting Session Key primitives are: 
 

 
 
The distribution of the ASCII values in the crypt image of AAAA.TXT is as follows: 

 
When AAAA.TXT is decrypted, using the correct unaltered Master Key, the distribution, not 
unexpectedly, is: 
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The position of character 65 is highlighted. 
 
The question is: What happens to the distribution of the decrypted AAAA.TXT when the 
Master Key contains a minimal alteration?  The immediate effect is that, thanks to the 
powerful FUSION sub-routine, the primitives that form the session key are totally altered: 
 

 
The resulting distribution within the decrypted AAAA.TXT of ASCII characters in the range 0 - 
255 is: 

 
Repeating the test for a second minimal alteration produces a distribution of ASCII values in 
the decrypted version of AAAA.TXT as follows: 

 
It is clear that each of the above alterations result in a completely unintelligible decrypt.
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In the interests of certainty we now introduce “Monte Carlo” methods.  We do these by writing 
a program which randomises the point of alteration in the Master Key and also randomises 
the degree of alteration at the selected point.  The results are conclusive.  There is no 
redundancy in the Master Key:   
 

1. Point of alteration 1-6144 
2. Hex character at the point of alteration 
3. Replacement hex character 
4. Frequency of “A” in the resulting decrypted file 

 
 5910 1 0     90 

 5448 6 7    113 

  407 0 1     99 

 5478 8 8  25600 

  726 6 7     98 

 3179 C B     85 

 1639 6 7    101 

 5586 A A  25600 

 1770 E F     97 

 3504 D C     99 

 2840 4 5    101 

  903 9 A     95 

 4465 2 3     80 

 1228 1 2     95 

 1562 3 2     89 

 2507 2 1     91 

  134 6 6  25600 

 1130 4 3     99 

 3477 3 2     95 

 4986 2 1     92 

 4869 0 1     82 

  360 3 3  25600 

 5435 D E     99 

 4281 E F    107 

 5585 7 7  25600 

 2772 4 4  25600 

 3189 A B     92 

 2024 9 9  25600 

 3798 6 7    106 

 5959 2 1    118 

 5580 5 6    107 

 4960 8 9    103 

 2995 E F     91 

 2529 4 5     97 

 2744 0 0  25600 

  888 A B    100 

  595 7 6    115 

  365 7 8     98 

 4604 2 1    115 

 4285 C B     97 

 2372 E F    125 

 2971 C D     93 

 5887 1 0    102 

  626 C D    115 

 4582 6 5    101 

 1217 E F     82 

 4215 B A    104 

 2046 3 4    108 

 5847 7 6     98 

 1141 1 2     98 

 4786 E E  25600 

   40 2 3    100 

 3352 D D  25600 

 1967 A 9     96 

  607 2 2  25600 

 5399 C D     98 

 2054 6 7    124 

 5317 A 9     90 

  142 0 1    105 

 2130 5 5  25600 

 5999 E F     83 

 5805 A 9    113 

 5824 9 9  25600 

  328 8 7     98 

 1219 5 4     91 

 4748 8 8  25600 

 5289 8 9  25600 

 2649 5 4    111 

 2482 3 2    100 

 5397 2 2  25600 

  680 4 5    112 

 2211 0 F    111 

 3300 D E     95 

  282 7 8     93 

 2118 1 0     93 

   89 E F     79 

 2213 5 4     95 

 5094 8 7     81 

 4779 C B     95 

 2251 C B     95 

 3772 8 8  25600 

 5497 E D    100 

 2510 0 1     88 

 2471 E D     88 

 1103 A B    112 

 1074 8 7    105 

 3845 0 1     90 

 3837 9 8    102 

 3559 D D  25600 

 2256 8 9    104 

 4359 D E    102 

 3387 8 7    121 

 2922 A B    101 

 2674 5 6    109 

 2029 7 6     89 

 1328 5 5  25600 

 1056 6 7     81 

  662 9 9  25600 

  299 F 0     84 

 4108 E F     98 

  686 B A    115 

 2333 0 F     97 

 5019 5 5  25600 

 2909 C B     82 

 2332 C C  25600 

   68 8 7    100 

 2930 A B    105 

 1298 C C  25600 

 1234 D C    112 

  171 8 7     99 

 1608 6 6  25600 

 6011 8 7    100 

 2709 4 4  25600 

 1361 4 5    108 

 3989 9 9  25600 

  555 9 A    116 

 3458 D C    107 

 5187 F F  25600 

  821 2 2  25600 

  326 F E     89 

 3998 3 4     99 

 2714 A B     96 

 4690 8 7    100 

 

    1 B C     99 

 6144 C D     90 


