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Paper 2 in this series explained the relationship between the 24576-bit Master Key and the 6144-bit 
Session Key of the HDX6144 Encryption Algorithm.  Paper 3 demonstrated that the 24576-bit Master 
Key has no redundancies.  The aim of this Paper is to demonstrate the FUSION SUB-ROUTINE.  
This sub-routine, together with the Carousel Random Generator, which creates the Master Key in the 
first place, and the general method of divorcing encryption speed from key strength, are the three 
“inventions” which have made HDX6144 the strongest combination of strength and speed ever 
presented to the world market. 
 
The use of a salt to refresh a session key is not new, but what distinguishes the FUSION SUB-
ROUTINE is that it refreshes the Master Key.  This means that the massive strength of the 24576-bit 
Master Key which, as it stands, is impossible to attack in real time by an exhaustive search, is, to all 
intents and purposes, a new key every time it is used.  
 
In order to provide a numerical example, we return to the AliceBob Master Key, first introduced in 
Paper 2, which, when displayed in full, consists of 6144 Hex numbers and occupies two A4 pages!  
The following data displays the beginning and end of the AliceBob Master Key and the effect of 
“fusing” it with a salt:  
 
Salt: D12C6E62A06668FE 
Master Key:  
B00C99AACEB04EDF314C5245F43AA9C1C1D321829A22AC855F14464A202B65CB2E980E35EB
33A2B19892769BED8E06B4E53D63F22FD9149074C993AB0299…… 
 
……AC16D6E84CB0AB25FD12A87F8D82E932362867B0C625BAA1ABB13CEA635FC7D417117D8
160FE9F74996E855026C961CAE9EC147DA79332B3F5B9C29EA10ADE3EED9D482F494CC 
 
Fused Key: 
101100BD7AB17C72644DB047CB99EDA7604E99E7DC878166D0223716C9674A9D2D03AA591B7
A60D767E46CF7014F443DAB8E64FA0AA71AF6B40E2387A864…… 
 
……265D2A74E9B24DBF9BD726C5266A902456F1A532864B946A05B33CD26089CE7A5D34CFF
B47F856531E98B4EF6C0F70B214EC004352B43A3FF412B3DBDE079F7EC856FCE694851 
 
In order to show results more completely, we have adapted a “pseudo-electronic” method of display 
where “1” is shown in black and “0” is shown in contrasting magenta.  The first nine binary characters, 

look like this:  

The following is a selection of three of the 18 million, million, million variants of the AliceBob Master 
Key: 
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The FUSION SUB-ROUTINE is one of many “modules” devised by Hawthorne Davies to suit different 
technologies.  The philosophy is guided by the general aim of being “future proof”.  That is why we 
use a 24576-bit Master Key and a 6144-bit Session Key.  But we could just as easily have used a 
196608-bit Master Key and a 49152-bit Session Key without incurring any more serious a penalty 
than the sarcasm of Bruce Schneier, America’s leading cryptologist.  This philosophy goes some way 
to explaining the design of the FUSION SUB-ROUTINE.  In its current form, and for extra strength, it 
performs three “passes”.  In the following examples the colour coding is as follows:  

salt   Master Key   passes   Fused Master Key 
 
3-PASS FUSION SUB-ROUTINE: 
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Should we ever deem it necessary, we could use a 20-pass FUSION SUB-ROUTINE without 
impeding the 60 Megabyte/second encryption speed of the HDX6144 Encryption Algorithm . . . 
 
20-PASS FUSION SUB-ROUTINE: 

 


